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Smart Buildings – Smart Enablement
Smart buildings are touted as the answer for all building occupant problems, but is
current practice delivering on this promise? James Wanless of alinea, Adam Jaworski,
Michael Trousdell and Richard Reid of Arup define smart buildings and present the
case for smart enablement as a cost-effective approach
01 / Introduction
Smart, intelligent, or integrated
buildings have been a topic of
conversation in the construction
industry for at least the last 30 years.
They have often been considered
prohibitively expensive, with
questionable return on investment
due to perceived complexities,

brittleness and high ongoing
maintenance costs.
This article aims to show that a
smart building is not dependent on
a large capital expenditure during
the base build construction. Through
a well-thought-out design, staged
procurement and testing process, the

building can be “smart enabled” to
deliver the defined and future smart
use cases.
The use cases can be implemented
outside of the construction project
once the business case and returns
on investment have been established.

02 / What is a smart building?
Fundamentally, a smart building should deliver on three
key criteria. It should:
•E
 nable connectivity between a diverse set of building
service systems, business/enterprise systems, control
interfaces and personal devices;
•P
 rovide insights through learning and automatic
identification of issues, making the building more
effective to operate and more efficient in use of
resources such as energy and space;
•S
 upport the health and happiness of occupants
through environments that are productive and
comfortable.
A smart building should have a profound and positive
impact on its users at both personal and corporate
levels. Achieving the success criteria above is dependent
upon decision-makers understanding the technological
opportunities in the context of business requirements
and user tasks.
Figure 1 illustrates the combined context of personal
need, building systems and the environment or spatial
context. A practical example of a commercial use case
spanning these areas would be a meeting room booking
system whereby live information is displayed about the
availability and occupation density of a suite of meeting
rooms on a calendar and floor plan. This allows for live
control of the heating and lighting to increase efficiency,
enhanced by way-finding route plans and other
assistance (such as frictionless entry to the building and
floors) on visitors’ smartphones to improve the overall
experience.
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Environmental and equipment parameters in each room
may be monitored, faults identified and “ticketed” by
machine discovery of unusual or outlying conditions, and
the system may facilitate reallocation of room bookings if
required.
The framework of a traditionally integrated smart building
is represented by Figure 2 on the next page, but there are
many alternatives to this. Taking the approach of “smart
enablement” can facilitate many of the benefits of a smart
building, without having to put in place costly features
immediately, which could become redundant or not suit
the ultimate tenant’s requirements.
Figure 1: Design considerations

Smart building design considers the context of people, activities,
building and systems.
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03 / The case for Smart Buildings – The Occupier perspective
A smart building can enhance
productivity and creativity through
better environmental quality, realtime information and control.
Research shows that occupants’
productivity within a space increases
when they are more comfortable
and have a greater amount of
information and control over their
work environment.
Systems such as meeting room
occupancy, desk booking and
environmental “heat maps” facilitate
the efficient use of space, allowing
occupiers to adaptively allocate

space where it is most effective for
employee use and business tasks.

applications will allow staff to reserve
desks and find work colleagues.

This empowerment over space use
can also filter through to individual
employees, who can gain a better
understanding of how their internal
environment can influence their
health and productivity.

People using a building can benefit
from an enhanced experience and
services such as amenity booking,
alongside access to on-demand
services such as catering and parcel
delivery.

Through their personal devices,
employees can find quieter spaces
or more suitable working space
for a team of colleagues to work
on a specific task. In shared desk
environments, desk booking

For occupiers, such enhancements
could help to reduce absenteeism
and improve staff retention rates.
For visitors, their experience of the
building will be easier, quicker and
more enjoyable, which has a positive
knock-on effect for tenants.

04 / The case for Smart Buildings – Owners and Developers
In a market full of similar office
buildings, smart buildings stand out
and provide a premium status that
boosts lettability and rental levels in a
similar way to BREEAM, WiredScore,
and Wellness certifications. Smart
features can support the brand
and marketing of a building to help
attract and retain tenants.
When occupancy in buildings can be
measured in real time, owners can
consider new pricing models such as
“space-as-a-service” or demanddriven pricing. The flow of
operational information helps owners
to better understand which spaces or
services are most used. They can use
this information to adapt their estate
to the needs most valued by tenants
and occupiers.

Across a portfolio, an owner or
developer can see significant benefits
of scale where they implement smart
storage and applications via internet
technologies in the cloud, as shown
in Figure 3. This moves away from

the traditional integrated building
approach, where every building is
unique, and a bottom-to-top solution
needs to be procured at high cost, as
in Figure 2.

Figure 2: Traditional integrated building with interfaces and applications through a
single middleware platform

Proactive diagnostics mean
maintenance issues can be detected
before they become a concern for
tenants, which can save time and
labour, and protect the relationship
between the landlord and users.
For example, smart lift diagnostics
can employ sensors and machine
monitoring to detect when
maintenance may be required and
then schedule a technician visit to
rectify the situation before a loss of
service occurs.
4
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Figure 2: Smart Building solutions offer significant benefits of scale
across a portfolio of buildings
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05 / The challenges of making Smart Buildings work when in use
From the outset, it is critical to
understand business requirements
and aspirations. A design team has
to be mindful of creating a useful
building, rather than trying to pack
in as much technology as possible.
This can be difficult to achieve if
there are no tenants onboard during
the design process. The enablement
approach advocated in this article
helps to ensure the building is
“smart-ready”; allowing for flexibility
once tenant requirements are
understood.
5.1: For the occupier
To avoid complicated systems that
encourage users to circumvent the
system, it is essential that the system
is easy to use. Occupiers need to be
able to influence building systems
from the same device and network
that they use to accomplish other
business tasks.
In a typical multi-tenant building,
this means individual smartphones
and computers on different tenant
and mobile networks must be able to

connect and authenticate to building
applications.
Cloud-based authentication services,
such as Auth0, enable diverse
business applications by linking to
Microsoft or Google corporate logins
- using these services to authenticate
to building assets is the natural next
step.
5.2: Cyber security
The fact that many devices are
interacting with key building systems
through a networked Internet
of Things (loT), which allows
data transfer back and forth, can
introduce a wealth of vulnerabilities
into the system. loT systems need to
protect the confidentiality, integrity,
and availability of data (including
personally identifiable information)
that is collected, stored, processed or
transmitted through the network.
These risks usually arise from
a combination of operational
technology- typically single-function
physical devices, such as heating,
ventilation and air conditioning
5

(HVAC) or lighting controllers - and
information technology (general
purpose devices such as laptops and
smartphones).
This requires a risk management
response with hard and soft
governance machinery, using
sufficient resources, policies and
processes to manage the loT devices
and systems over their lifecycle. Best
practice involves controlling and
monitoring the data flowing from
these devices in line with business
and statutory regulations in the same
way that business information assets
are managed according to industry
standard practices.

Example IoT Gateway from Tridium used
to connect existing building services
systems
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06 / Implementation challenges
6.1: IT and converged data networks
A key challenge for a building
with smart services is enabling
the different systems to share
information and “talk” to each other.
This is especially challenging in a
multi-tenanted commercial building
where organisations do not naturally
physically connect their network
infrastructure.
A key challenge for a building
with smart services is enabling the
information and “talk” to each other.
This is especially challenging in a
multi-tenanted commercial building
where organisations do not naturally
physically connect their network
infrastructure.
A common Internet Protocol (IP)
network for all landlord building
services, which can be provided
through a consolidated landlord
network or cloud services, makes it
possible for data to be economically
communicated via the internet
without the requirement for direct
physical connections or gateways
between companies. Internet-facing
services mean tenants and visitors on
different mobile devices can access
collective digital services.
In order to prevent sub-systems
from interfering with each other,
physical networks are divided into
virtual local area networks (VLANs).
Future networks are predicted to
use innovative software defined
networks (SDN) to govern the
connection pathways of individual
devices according to rules
managed by algorithms that only
permit predetermined patterns of
communication. Manufacturer usage
descriptions (MUD files) are set to
help automate the configuration of
these emerging SDN designs.
6.2: Inconsistent data and naming
protocols
Bringing together several different
services means the way data is
passed between systems must be

considered: there is often a need to
translate from a proprietary language
to a more common one or to decode
proprietary conventions.
Information sources are not
traditionally labelled consistently. As
an example, in BACnet (commonly
used for HVAC systems), a
temperature sensor is typically
connected to the physical input
of a controller. Software inside
the controller identifies this as an
“analogue input object”: The object
will be assigned a list of properties
such as object name and type,
present value, units and high/low
limits.
A central server can then read these
properties to help us identify the
sensor. Unfortunately, there is little
consistency around the naming of
devices and the associated digital
data points. This can create issues
when a system needs to call upon
all of the temperature sensors in a
building. With thousands of sensors
in a building, with thousands of
possible names, there must be
consistent naming protocol for the
system to locate all sensors.
The same applies to successfully map
data stored across different systems.
There is an opportunity to define
structures of data (schemas) that are
consistent across different projects
and between different manufacturers.
Academic and commercial working
groups looking to address these
scenarios include the American
Society of Heating, Refrigerating and
Air-Conditioning Engineers BACnet
Committee, Project Haystack and
Brick Schema.
While it is expected to take some
time for the industry to agree on
a set of data standards, it is still
possible to implement consistent
data naming practices in a project or
a portfolio to increase the collective
asset and business value of the
systems.
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6.3: System devices and gateways
Some building services are designed
to be directly connected to IP
networks, for example, environmental
monitoring or people-counting
devices. Other devices (such as
lighting or HVAC control) will be
part of a system that may require
an IP gateway interface - physical
hardware and software that converts
the local communications bus
and protocol, which is proprietary
from the sub-system to internet
communications standards. The
selection of each system should
be considered on its own merits,
accounting for performance, cost
maintenance requirements, service
provision and compatibility.
As operational technology (OT)
systems are connected to internet
services, operational practices will
need to evolve in order to include
security updates to device firmware,
similar to current IT practices.
Where possible, OT devices should
be capable of accepting “over-theair updates” to avoid the need for
on-site attendance of the installer or
equipment vendor.
6.4: Commissioning
It is a challenge to successfully
commission a building and its
sub-systems. Where the traditional
approach to an integrated building
is fully implemented within a
project, the interoperability between
systems or “cause and effect’’ matrix
additionally needs to be defined,
then implemented and tested within
the contract.
Because many of the integration
details are specific to a site or
building design, some substantial
interoperability risks are carried
forward to a late stage of a project.
They are often of a nature where
time and complexity is difficult to
assess and predict by traditional
construction management methods.
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07 / The enablement approach
7.1: Traditional integration
Building systems have traditionally
been integrated on site using
software that provides building-wide
monitoring, cause and effect flows
and logging services, and allows
custom graphical management
views to be designed that can be
displayed on a local computer. The
system is procured within the scope
of the construction contract. Where
occupier-facing applications are
required, they are created on top of
the proprietary technology platform,
or “middleware” used for integration.
7.2: Removing middleware and
provide IoT gateways
The enablement approach unbundles
middleware, which is traditionally
used to integrate building systems.
Integration hardware in the building,
delivered via the construction
contract, instead provides only one
function of delivering clean data via
internet-capable gateways. Higher
level application programming
interfaces (APis), applications,
databases and authentication are
removed from the construction
contract and provided by separate
contracts with a client-side business
owner.
An advantage of delaying application
procurement is that some business
cases and contracts can be identified
and let after practical completion of
the physical building, when greater
knowledge about the tenants and
their business needs is available. A
smart enablement solution removes a
layer of complexity and potential risk
from the construction programme:
there will be far less requirement
for direct interoperability between
sub-systems and therefore
coordination between subcontractors
for commissioning is simplified.
Construction managers are able
to concentrate on delivery of core
system functions and benefit from
lower risks for meeting practical
completion deadlines.

7.3: Publishing and consuming data
using internet standards
To achieve smart building objectives,
a more cost-effective way of
acquiring and then understanding
data from multiple systems in a
building must be established. The
traditional approach, where each
sub-system (lighting, HVAC, CCTV,
room booking) operates separately
without a way of communicating,
needs to be replaced by adopting
internet standards for exposing data
from each system.
Internet protocols with data
expressed as text (eg JSON format
-JavaScript Object Notation) help
engineers to more readily understand
what information is flowing across
system boundaries using the same
tools that are used to connect to
information services on the internet,
rather than needing a complete
toolbox bespoke to each system.
The Message Queuing Telemetry
Transport (MQTT) protocol allows
information from each type of device
to be published and consumed
through a system-wide message
brokering service, rather than direct
connections between systems.
This emphasis towards internet
engineering practices allows software
developers outside the AEC industry
to more easily engage with building
automation.
7.4: Consistent device and data
naming
Substantial improvement in
information insight will be achieved
by adopting a consistent naming
standard for devices and parameters
in a building - even more beneficial
when applied to a portfolio of
buildings. Once interface policies
are established, it is possible to
implement asset databases, time
series data stores and internetcompliant APIs to enable applications
to be built that can empower
business solutions.
7

A scope within the construction
project of data validation ensures
that devices are named in
accordance with the agreed protocol,
and that the appropriate data
points are able to pass data from
the building systems to the client
interface as well as between the
landlord and tenant.
While smart enablement may not
provide a fully functional smart
building at handover, providing
the underlying infrastructure
and framework to enable future
connectivity of identified use cases
is no less attractive to agents or
occupiers.
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Figure 4: Smart enablement

Smart enablement allows integration across base-building,fit-out and occupier business systems through cloud-hosted data
infrastructure, authentication and applications

08 / Procuring a smart-enabled building
The cost, procurement and
delivery of smart technology into a
commercial building is intrinsically
linked to the level of connectivity
and interfaces required to satisfy
the ultimate user aspirations and
requirements.
8.1: Briefing and design
A fully operational, connected smart
building (especially one designed
and procured in the “traditional”
way described earlier in this article)
can cost considerably more than
a smart-enabled building because
of the capital expenditure on
additional infrastructure, hardware,
software, data analytics and user
interface requirements. These
can be considerable and would
commonly be provided through an IT
programme of works rather than as
part of the construction process.
Successful delivery of either a smart
building or a smart-enabled building
relies on a mix of diverse skills, roles

and responsibilities - managing
the process can be complicated
and difficult and will ultimately rely
heavily on the scope of services,
team responsibilities and risk levels
being clearly understood and
procured correctly at the outset. It
is of paramount importance that a
specialist consultant is engaged early
on.
A smart buildings consultant
appointed under a consultancy
agreement at RIBA Stage 2 can help
project teams lay the foundation
for a smart-enabled design. They
will help the client and design team
define the scope of the consolidated
IP network in the building and decide
which systems will be connected to
it. They can also run workshops with
client-side stakeholders to identify
user journeys, personal use cases
and business cases. Together with
the cost consultant, a smart buildings
consultant can operate a cost/benefit
8

matrix to help clients prioritise them.
Alongside this, they will define a
system of asset naming and linked
data workflows that may benefit
from a coordinated approach in BIM.
During Stage 3 and Stage 4 design,
team members from all disciplines
will apply the agreed naming
convention as they develop and
document their design. Technical
specifications and the BIM model will
be augmented by the smart buildings
consultant for individual systems with
clauses relating to data and security
requirements for the network.
Their role may also encompass
specification for testing of devices
during the technical approvals
stage as well as validation of data
as systems are commissioned. This
may represent a higher upfront cost
on a singular project but if rolled out
across an estate, can be standardised
and become more cost efficient.
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08 / Procuring a smart–enabled building
8.2: During construction
Procuring the infrastructure and
integration requirements for a smart
building is relatively straightforward
because the physical requirements
tend to be aligned to the traditional
construction delivery process of
specialist contractors who are
responsible for the installation of the
client’s IT infrastructure and building
services control systems.
Early engagement of a specialist
contractor, working collaboratively
with the project team, is key to
the successful delivery of a smartenabled building. The specialist will
understand the unique requirements
of enabling data flow from the
building subsystems and their
experience will help address the
concerns and requirements of all
stakeholders.
The cost of transitioning from siloed
building services systems to a single
converged network often provokes
debate among design teams.
Sometimes there is a perception
that combining multiple systems will
be prohibitively expensive. Recent
cost data would suggest that this
is not the case with networking.
Active equipment and software mean
premiums of £1/ft2 to £2/ft2 on the
gross internal area for the landlord’s
IT package should be expected.

but often can be procured fo £500£700 per unit, plus the engineering
time required for configuration.
8.3: Handover and close out
Upon completion, to demonstrate
that the building services systems
are providing data using the client
protocols and in the correct data
format, validation activities will need
to take place in addition to the usual
testing and commissioning activities
(with costs dependent upon the
system type and size). Based on a
period of two to four weeks, a thirdparty verification engineer could cost
between £10,000 to £20,000.
8.4: ln use
The appointment of a user interface
(UI), user experience (UX) software
developer is more akin to an IT /
programming engagement and
software engineering scope of
work and can be more complex
in its procurement. It is therefore
recommended that this is undertaken
outside of the construction
contract. There are various options
for procuring the platform and

the applications (including user
interfaces and data analytics)
requirements depending on the
clients’ post contract requirements.
The appointed software developer
will be responsible for the creation
of a platform to manage devices and
coordinate/present data from the
enabled building services systems.
The capabilities of applications are
almost limitless, with uses ranging
from creating virtual building pass on
a mobile device to being able to tell
you how busy the restaurant on the
ground floor is at lunchtime before
you venture down from your own
floor.
The cost of such an application
is specific and linked to the use
case that each client demands.
However, once a scalable platform
and an application is in place, it
can be adopted across an entire
portfolio of buildings without the
need to be completely redeveloped,
offering potential savings to clients
proportionate to the number of
buildings in their property portfolios.

It may be necessary to budget for
systems to deliver data in the desired
format. Some, such as lighting
control systems, may already have
the capability to deliver this at little
or no cost premium compared to
a traditional DALI lighting control
system (digital addressable lighting
interface).
However, other systems such as
BMS and security may require the
integration of a physical gateway to
translate data into a common format.
These gateways are additional to a
standard installation, with the cost
dependent on quantity and location,

One Finsbury Avenue is a smart-enabled building in
the City of London, developed by British Land
9
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Table 1: Identifying the cost impact of smart enablement during the stages of a traditional construction contract
Project stages
Strategic definition
		

Smart building tasks

Project activities

Cost impact

Smart functionality to be included within
business case

Client to appoint smart building
consultant

Low		

High-level relevant smart objectives to be
scoped within project brief

Smart building consultant to develop
project objectives

Medium-low

Concept design
Naming convention to be developed and
		
adhered to in BIM process for MEP, IT & OT
			

Smart building consultant to oversee
integration of naming convention
within the various design processes

Medium-low

Developed design
Selection and specification of equipment that
		
complies with smart enablement requirements
			
			
Technical design
Points schedule to be created and end-of		
stage review process to include checking that
		
the smart building strategy is adhered to

Smart building consultant to advise on
device availability in the market and
identify specialist subcontractors

Medium

Smart building consultant to oversee
integration of naming convention
within the various design processes

Medium 		

Construction
Installation of common network system, MQTT
		
gateways and the completion of offsite testing,
		
generation of labelling and data validation
			

Specialist subcontractor appointed to
undertake install CNS and gateways
and complete testing and data
validation

Medium-high

Handover and
close out
		

Main contractor and specialist
subcontractors provide data exposure
and operation of gateways

Medium-low

Preparation
and brief

Commissioning and final data validation,
sub-system and smart functionality proven
and data exposed at gateways

In use
Data collection and analysis along with
		
application development to enable
		
additional functionality
			
			

Procurement of cloud service provider,
Medium•
appointment of an application developer				
to produce client specific application in
conjunction with facilities management
and estates team

* Initial investment on the first project will be higher, however economies will be achieved as future assets are smart enabled and incorporated into the client network

09 / Conclusion
The future of smart buildings offers
many opportunities. We need to work
collaboratively across the industry,
from client to contractor, to ensure
that everyone understands the value
of smart technology and how smart
use cases can deliver resourceefficient and sustainable buildings
with more personalised experiences
for the user, resulting in enhanced
productivity and wellbeing. This
fundamental shift will encourage the
adoption of smart technology where
it provides value.
While a smart building may not yield
immediate returns, a long-term view
from developers and building owners

is required, investing in the future
by creating commercial buildings
where people want to come to work,
resulting in reduced staff turnover
and absenteeism.
Demonstrating the return on
investment is the “Holy Grail” of
smart buildings and the inability to
effectively do so has been a barrier
to adoption. Making informed
choices around a smart building’s
priorities such as efficiency, comfort,
or space utilisation is a step closer to
understanding the tangible benefits
that can be obtained from them.
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This article has looked to
demonstrate that smart enablement
through early specialist engagement,
standardisation of naming, open
internet standard communication
protocols, common networking
and data validation is the first step
towards successfully delivering a
commercially viable smart building.
This is a solution that provides the
flexibility to adapt to diverse tenant
uses of tomorrow.
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